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‘;' DETRRMINATTON OF THE ARSOLUTE SETTING OF THE AM 1 (M-209)*
BY USING TWO MESSAGES WITH DIFFERENT INDICATORS

o Tt is presupposed that the following technique 1s

¥nown: the determining of the absolute setting by means of a
; decrypted message, whose relative setting has been foundc.

2 For the second message & new apparatus of strips has
to be made. The preparation of the strips (with the effective
pin and alphebet sequences ) is made analogously to the base of
the first meSssge--each set of strips being made 1ndepeﬁdently
of the other,

D In determining the absolute setting by using one
indicator group every possible setting of each rotor 1s tested
against the assumed pin sequence until & settling free from

lgy contradictions on all rotors ls found. Thils is also true in
the case of using two indicator groups except that here the
letters of each two correspondlng robtors are arranged--in
respect to each other in each coupled setting of the apparatus--
a0 that the same letter on each rotor 1s 1n the same positlon
in the sffective pin sequence. The arrangement of these letters
on the rotors 1s shown in Table IIT.

4, The advahtage of using two indlcator groups lles in,
the simultaneous use, from the beginning of the analysls, of
both sets of strips, whereby, wlth respect to any one indlcator
group, & greater number of assumed settlings can be recognized

as impossible.

I * DPF-105 TR
- - TICOM Dec. 2795 o s e B R ® B
{ s LT TR AR R |
) eclassified by NSA 06-12-2014 pursuant
L T - E.O 13576 FOIA Case# 77077




DOCID

S————— S

4125072

el L

sgig 4% 40 Jfy

= 13 VIR
SEGURITY 143 UR "nlnn f_N

5. Firet, the initial rotor aetting of the second mes-
sage with respect to that of the flrst message must be sSought--
the posllion of which will be arbitarily noted as A A A A A A
(the relative effective alignment of message 1).

O. The first message (deslgnated herein by CAPITAL
letters)™ has, for example, the indicator group TTEGE CEBTL.
The strips for each rotor may be seen in Table I.

T The second message (designated hereln by lower case
letters)* has, for example, the indicator group vvnp daktl.

The strips for each roto nay be seen In Table IlL.

8. TNow lay the atrip for the 26-rotor of the second
message heside the strip of the 26-rotor of the first message
so that the same portions of the effective pin seguences are
in elignment. Then, beginning at the first of the strilp of
the 26-rotor of the first message, count the interval of the
alphabet sequence (in normal order) of that rotor to the place
where the start for the 26-rotor of the second message appears.
In this example the letter "V" will be found. (See Table IT A).

95 The strips for all the other rotors are treated 1n

the same manner, and the followlng letters are found:

rotor 26 25 23 21 19 17
letter v L v ] L P
* In the original the first message was desaignated by

"RIUEY letters and the second message by "RED" letters.
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10. fThese letters determine the rotor settings of the
second message in respect to the rotor settings of the first
message. That is, "A" on rotor 26 of the first message corre-—
sponds to "V! on rotor 26 of the second message. "A" on rotor
25 of the first message corresponds to "L"L on rotor 25 of the
second message, etc. The order of the other Iletters of the
different rotors can be seen 1in Table IIT.

11. The determination of the absolute setting by mpans
of both sets of strips 1s performed as follows: In the set of
strips for the first message the 26-rotor will be set to Nk
and in the strips for the second message the éé—rotor will be
|

get o "z". (See Table III). In each set of strips the sign

arrangement of the pin segquence for the corresponding letters
13 taken from the appropriate "kick” table (See Teble VI, VII),
and entered in the spaces over "E" and "z respectively. TIn
Message I the 25-rotor strip sign is "plus"; in Message II 1t
1g likewise "plus'". Now in Message I the 25-rotor-strip 1s
entered at "E". The corresponding letter on the 25-robtor-sirip
of Message II should be "p” (See Table III). However, in
Message TI this setting is not possible since a "minus” sign
is alloted to the letter "p", while on account of the sign
arrangement entered over "z"” only a Uplus™ sign 1s possible.
12. The next possible setting of the 25-rotor-strip must
be investigated. This setting is "D", "o". Since now in both
sets of strips several impossible "w'sz" are to be found (Table

IV, V) the 23-rotor strip is used in order to facilitate the
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olimination of impossible letters. The first possible zetting

of the 23-rotor-strips is "E", "¢, gince, 1in the set of strips
of the ~irst message, the sign arrangement of the pin sequence
”plﬁs minus, Dlus”*, which appears in the second vertical col-
umn, 1s not to be found among the Iimpossible "w" letters of

the 25-rotor, only the letter "D" can appear in this positlon.

In the "kick" table (Table VI} thils sign srrangement of the pin

-sequence 1s found under the letter "D". Likewise in the strips

of the second message no 'w¥ 1is possible and the slgn order
"mipus, plus, plus”, appearing in the second column, 1is to be
found in Teble VIT at "@". NWow, in both sets of strips, 1t
must be tested whether or not the setting of "E", “¢" will be
possible with impossible lstters in the 23-rotor. Since in
both sets of strips it still seems possible for such letters
to appear, the numbsr of these possibllities may be narroved
by means of the strlp for the 2l-rotor.

13. oOn the 2l-votor strip "C" of the first message 1s
set against "p"” of the second msssage, whica produces & contra-
diction in the'strips of the szecond message. The next assuned
setting for the 2l-rotor-strip is "0", "g", whereby in the atrips
of the second message & contradiction still appears, since Iin
the strips of the second message the zign arrangement "plus,

minus, plus”, (in the third column}) 1s out of the guestion

* The Germans listlng of these rotors is always in a descend-
ing order. In the above example the rotors are the 23rd,
25th, and 26th. This will be true Lhroughout the transla-
tion. The ASA usage 1s to list the 26 rotor first.
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either Zor an impossible letter on the 23~rotor (Table V) or

Stubn

for "c" (Table VII}.

14, The next setting to be investlgated on the 2l-rotor
ts "JY, "p"_ This, too, s impossible since in the strips of
the first message by inspectilon of the third and fourth columns
(see Table IV, VI) this case can be excluded., Further possible
gsettings of the 2l-rotor-strip of the first message are not
valid. Therefore, the next possible "minus, plus" arrangement
for the first message 13 set up on the 25-rotor-strips. This
15 "pY "n'. Since there are, at first, four impossible patterns
to be found in the strips of Message I, and 3% imposszible pat-
terns in the strlps of Message IIL, the 2l-rotor-zirip is used
again. In the setting "0", "g" of the 2l-rotor-strip, the sign
arvangement of "plus, plus, plus plus”, appearing for Message II
in the third column, can be found neither for an impossible \
letter of the 2%-rotor (Tebls V) nor under ths letter "n"

(Table VII). This setting is therefore impossible.

15. The next setting on the 2l-rotor is "J", "b". Here,
too, 1t develops in the strips for the second message, that the
2%-rotor, a3z well as for the 21l-rotor, no impossible letters
appear, but in the third column "n" appears and in the fourth

column "b" appears. On the other hand, in the strips for the

first message, in the thlrd column an impossible letter appears,

* The original has "2" here {zwel verbotene Buchstaben) but
this iz an error because there are three. The text has
therefore been corrected.
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end in the fourth ecolnmn "P" 13 possible. TFor the impossible
1stter in the third column there are two possibllities: "W & 2".
Therefore one turns directly to the 19-rotor-strip.
16. By using both sets of strips there develops &g the
next possibvle setting on the 19-rotor "L", "d”. in the strips
for Message II one finds in the fifth column that "d" is
determined by the sign arrangement "plus, plus, plus,plus, minus”,
Since, in the strips for Message I, 1n splite of the addiiion
of the 19-votor, several Impossible letters still appear, the
strip for the 17-rotor 1ls set up immedlately, so that, by using
both gets of strips, the setting "Q", "o" 1s obtained, whereby,
now, &ll the rotors are determlned without any question.
17. After that, one finds the indlcator groups:
ED Z P J Y L Q
z 0 n b d g o
18. The rest of the procedure, vlz,, assigning the corrsct
letter to each sign of the pin sequence, 18 the ssme as in the

procedure for one indicator group.
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